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MANAGING RISK IN PUBLIC PROCUREMENT

STACY GREGG, NIGP-CPP, CPPO, CPPB

DEFINING RISK

Risk

The chance of injury, damage, or Risk Analysis

loss; the probability of some The stated findings of a factor,
occurrence (e.g., a failure) and the element, or cause involving
consequences and impact of the uncertain harm or loss.

occurrence.




DEFINING RISK

Risk Management

The process of identification and
analysis of risk; and the decision to
either accept or mitigate the
exposure to such risk when
compared to the potential impact
on the achievement of the entity’s
objectives.
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DEFINING RISK

Why address risk?
» Contract administration challenges
> Performance issues

> Greater expense




DEFINING RISK

““The procurement manager must ensure
that the risks associated with each
procurement action have been identified,
assessed, and mitigated to the practicable
maximum extent, while taking cost and

other factors into consideration?’

Elisabeth Wright, Ph.D., CPCM — Risk Management in Public Contracting

RISK IDENTIFICATION

Occurs as a pre-solicitation activity:
= Market research
= End-user
= Existing solicitations/contracts

= Governance

Yourself
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RISK IDENTIFICATION

Types of Risk:
= Proposal Risk

Schedule Risk

Contractual Risk

Performance Risk

Price Risk

RISK IDENTIFICATION

Contractual/Performance Price




RISK IDENTIFICATION
Proposal Risk

» Contractor doesn’t know who to contact for » Contractor vacuums during school day.
emergencies. » Contractor is late to open the building.

» Contractor underbids. » Contractor leaves early on basketball game night.

» Contractor is not prepared for the size.

» Contractors bid over budget

Contractual/Performance Price
» Student falls on wet floor. » Contractor presents insufficient invoices.
» Bathroom remains uncleaned. » Contractor invoices do not reconcile.

» Employees wear inappropriate clothes » Minimum wages may change.

RISK IDENTIFICATION

Additional Risks

Sensitive data

Vulnerable population

Political concerns
Expensive/Valuable equipment
Chemicals

VVVYVYYVYYVY

10

9/24/2021



RISK ASSESSMENT

(L .
Phase 2 requires that an assessment be
conducted to show the degree of risk
that exists for each identified risk type??

Elisabeth Wright, Ph.D., CPCM — Risk Management in Public Contracting
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RISK ASSESSMENT
Factors for Consideration:
» Likelihood 0
» Probabilit

v Not Likely ‘rf abliity
v' Somewhat Likely Freque'nt
v' Moderately Likely v'Occasional
v" Highly Likely v"Uncommon
v' Certain v Remote
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RISK ASSESSMENT

Factors for Consideration:

F/A-18 Program Risk Analysis - — - .
Given the Risk is Realized, What Would be the M of the Impact?
What is the Likelihood the Risk Will Happen? Level | Technical 50’755019 Cost _ 5
Level Your Approach and Pracesses... 1 Minimal or no impact Mmma\ or norlmpact Minimal or no impact
1 Not Likely: Will effectivel d tigal 2 | Minor perf shortfall, | Additional activities Budget increase or B4
ot Likely: M e, ectively avold or mitigate o same approach required; able to meet | unit production cost E
this risk based on 2 retained key dates increase <1% E 3
- ) standard praCt'Fes . 5, 3 | Mod perf shortfall, | Minor schedule slip; Budget increase or = P
3 2 | Low Likelihood: | ..Have usually mitigated this type o but workarounds will miss need date | unit production cost + et
= of risk with minimal oversight in g available increase <5% 1 b
® .
il_g similar cases © 4 | Unacceptable Program critical path | Budget increase or
3 Likely: ...May mitigate this risk, but but workarounds affected unit production cost 1 2 3 4 5
workarounds will be required available increase <10% Consequences
4 | Highly Likely: | ...Cannot mitigate this risk, but a 5 | Unacceptable; 10 | oanoot achieve key | Budget increase or
different approach might alternatives exist | orooram milestone | unit production cost
5 | Near Certainty: | ...Cannot mitigate this type of risk; increase >10%

no known processes or workarounds
are available

Figure 3. Risk Analysis Example.

Elisabeth Wright, Ph.D., CPCM — Risk Management in Public Contracting
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RISK ASSESSMENT

ACTIVITY:

Take a few minutes to make your own
chart and analyze the risks you
identified previously.

14
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RISK ASSESSMENT

Sample Analysis:

Abuse of sensitive information Not likely ~ Unacceptable High

Abuse of vulnerable population Not likely ~ Unacceptable Ultimate
Personnel fear of outsourcing Certainty Moderate Medium
Theft/pilfering Likely Minor - moderate Low - Medium

Exposure to hazardous chemicals Certainty Minor - unacceptable Low - Ultimate

15

RISK MITIGATION

¢ ¢Risk mitigation is, in effect, a type of risk
control and is achieved by planning for
emergencies and measuring and
controlling the identified risks so that

appropriate action can be taken?’

16
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RISK MITIGATION

v" Bearer (us, them, both).

v' Manner.

> Add 2 additional columns to your chart

17

RISK MITIGATION

Abuse of sensitive Not likely
information
Abuse of vulnerable Not likely
population
Personnel fear of Certainty
outsourcing

W Theft/pilfering Likely
Exposure to hazardous Certainty
chemicals

Unacceptable

Unacceptable

Moderate

Minor - moderate

Minor -
unacceptable

High

Ultimate

Medium

Low - Medium

Low - Ultimate

Them

Them

Us

Us

Both

Include appropriate clause (insurance and
liability) in boilerplate.

Require background checks. No violent
offenders. No sex offenders. No drug offenses
within the last 5 years..

Keep existing staff through attrition.

Work with legal for consequences.
Entity has final authority on personnel matters.

Supplier submit MSDS to entity for approval.
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RISK MITIGATION

» Special Considerations (Surety):
v" Performance Bond
v" Payment Bond
v" Bid Bond

v Insurances

19

RISK MITIGATION

SC Procurement Code — Construction

I 1-35-3030 Bond and Security (1) Bid Security.

I 1-35-3030 Bond and Security (2) Contract Performance Payment Bonds.

| 1-35-3035. Errors and omissions insurance.

[ 1-35-3037. Other forms of security.

v' (a) operations period surety bonds
v (b) letters of credit
v (c) appropriate written guarantees

https://www.scstatehouse.gov/code/t| 1c035.php

*Website Verification for Surety Companies

WEBSITE VERIFICATION FOR SURETY COMPANIES
A NOTES:
1. Onthe SC D

a Bid Bood

nd Material

20
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RISK MITIGATION

» Special Considerations (Liquidated Damages):
v' Defined in contract
v" Calculated for actual damages

v Cannot be punitive
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RISK MITIGATION

» Special Considerations (Governance Docs):
v' Construction related contracts

v' Labor related contracts

22
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RISK OUTCOMES & MONITORING

= Develop a plan for monitoring. Assign
responsibilities.

23
RISK OUTCOMES & MONITORING
= Formal documentation of all risk
management activities leaves an
important paper trail.
24
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RESOURCES

The Division of Procurement Services has prepared guidelines and related materials for evaluating risk
when contracting, and for determining whether to limit a contractor’s liability. In addition, the Division has
approved three new clauses. The guidelines, clauses and guidance, and clause text are below.

- Risk Analysis Framework for Service Contracts, - Risk Analysis Framework for Service Contracts,
version 1.1 version 1.1

- Risk Analysis Table - Risk Analysis Table

- Basic Guideline for Using Limitation of Liability - Basic Guideline for Using Limitation of Liability
Clauses, version 1.1 Clauses, version 1.1

- Risk Analysis and Limitation of Liability (Single - Risk Analysis and Limitation of Liability (Single
and Multi-Agency) Clauses and Guidance and Multi-Agency) Clauses and Guidance

https://www.procurement.sc.gov/legal/proc-docs#ditem-2449
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RESOURCES
¢ ‘As with any undertaking, contracts for services

contain risks. Some risks are trivial and may be %an
ignored; others are so catastrophic that they
may cause a party to demand expensive Risk Analysis Framework
concessions or back out of a proposed deal. for Service Contracts
But typically, the risks are manageable with
enough foresight, planning, and careful s o
negotiation. So how do you determine the o e s o s e e e, o i
degree of risk, and whether that risk may be Sl e e = o S
tolerated, managed, or avoided altogether? ?? rem——

https://www.procurement.sc.govl/files/Risk%20Analysis%20Framework%20%20Ver.%201.1%20%282020%29%20FINAL.pdf

26
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RESOURCES

SC Regulations 19-445.2145.

C. Bonds and Security.

(1) Bid Security. Bid Security required by Section 11-35-3030 shall be a certified cashier’s check or a
bond, in a torm to be speahed m the Manual tor Planming and Execution of State Permanent
Improvements - Part 11, provided by a surety company licensed in South Carolina with an “A”
minimum rating of performance as stated in the most current publication of “Best Key Rating Guide,
Property Liability”, which company shows a financial strength rating of at least five (5) times that
[J(n'liml of the contract pr ice that does not include u]u'l'dliulls. maintenance, and finance. Each bond
shall be accompanied by a “Power of Auorney” authorizing the attorney in fact to bind the surety.

(2) Contract  Performance and Payment  Bonds. Unless waived pursuant 1o Section
11-35-3030(2)(iii), the contractor shall provide a certified cashier’s check in the full amount of the
Performance and Payment Bonds or may provide, and pay for the cost of, Performance and Payment
Bonds in a form to be specified in the Manual for Planning and Execution of State Permanent
Improvements-Part 11. Each bond for construction exceeding $50,000 shall be issued by a Surety

Company licensed in South Carolina with an “A” minimum rating of performance as stated in the most
current publication of “Best Key Rating Guide, Property Liability”, which company shows a financial
strength rating of at least five (5) times that portion of the contract price that does not include
operations, maintenance, and finance. Where the agency requires a payment bond for construction of
$50,000 or less, the bond must be issued by a surety meeting the requirements of Section 29-6-270.
Each bond shall be accompanied by a “Power of Attorney” authorizing the attorney in fact to bind the

surety.

https://www.scstatehouse.gov/coderegs/Chapter%2019.pdf
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RESOURCES

Risks Management in Public Contracting

In Risk Management in Public Contracting, Elisabeth Wright, Ph.D., CPCM, offers
a concise yet thorough overview risk and risk management in public sector
contracting. Emphasizing the fluid environment of contracting and contract
management, Ms.Wright underscores how planning, monitoring , anticipating
change, and proactive oversight immediately impact the success of a contract
stated outcomes. Risk Management in Public Contracting not only defines risk
in the procurement cycle; but provides a theoretical background for
understanding the nature of risk. Identifying a framework and methodology for
managing risk ensures the success of both the public agency and the
government supplier.

NIGP, 2007, 94 pages, softbound

Elisabeth Wright, Ph.D., CPCM

e (nigp-book yshopify.com)

Risk Management in Public Contracting - NIGP B
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QUESTIONS?

Stacy Gregg, NIGP-CPP, CPPO, CPPB

stacygreggcppo@gmail.com

NIGP
RADIO

Stacy Gregg, CPPO, CPPB

Linked [}].

&%

'FOLLOW Mg
facebook
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